How to install vectury eToken drivers in Firefox.

1. Open Firefox, and enter URL : about:preferences#advanced

2. Select tab « Certificates », and click on « Security Devices » :
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v | Query OCSP responder servers to confirm the current validity of certificates
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3. Click on « Load » :

Security Modules and Devices Details Value Logln
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4. Enter eToken drivers information :

Module name : vectury eToken

Module filename : c:\windows\system32\etpkcs11.dll

(or c:\windows\system32\eToken.dll, if etpkcs11.dll cannot be found)

@ Load PKCS#11 Device = —

Enter the information for the module you want to add.

Module Name:  vectury eToken

Module filename: :ystem32\etpkcsll.dl1 Browse..,

ok || Cancel

5. Click OK : check that a « vectury eToken » device appears in the list, and click OK to close the
Device Manager window.
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How to import vectury Certification Authorities in Firefox.

The import and trust of vectury certification authorities is necessary to avoid security warnings when

accessing renault.net portal.

1. Connect to http://crl.renault.fr, and download the 2 following Vectury root Authorities (right-
click and save link as : AllianceRootCA.pem and AllianceRootCA-G2.pem):

Vectury CA —G1 / Alliance Root CA (current vectury authority)

http://crl.renault.fr/Certificats/Alliance/AllianceRootCA.pem

Vectury CA —G2 / Alliance Root CA —G2 (future vectury authority, end 2016, with higher

cryptographic security)

http://crl.renault.fr/Certificats/Alliance/AllianceRootCA-G2.pem
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2. Open Firefox, and enter URL « about:preferences#fadvanced », select tab « Certificates », and click
on « View Certificates » :
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Your Certificates | People  Serve
You have certificates on file that identify these certificate authorities:
Certificate Name Security Device B
(2AC Camerfirma S.A. ‘I
Chambers of Commerce Root - 2008 Builtin Object Token =
Global Chambersign Root - 2008 Builtin Object Token
aAC Camerfirma SA CIF AB2743287
Chambers of Commerce Root Builtin Object Token
Global Chambersign Root Builtin Object Token
aACCV
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View... Edit Trust.., Export... Delete or Distrust..,
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4. Select file « AllianceRootCA.pem », click OK, and « Trust » the authority (click 3 check-boxes), and
click OK :

Downloading Certiicate . . — -ty

You have been asked to trust a new Certificate Authority (CA).

jpu want to trust "Alliance Root CA” for the following purposes?
st this CA to identify websites.

st this CA to identify email users.

this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

oK Cancel }

5. Check that the certificate « Alliance Root CA » appears under Authority Alliance.
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You have certificates on file that identify these certificate authorities:
Certificate Name | Security Device B

EC-ACC Builtin Object Token .
2 Alliance F

Alliance Root CA Software Security Device
aAS Sertifitseerimiskeskus

Juur-SK Builtin Object Token

EE Certification Centre Root CA Builtin Object Token
aAtos

Atos TrustedRoot 2011 Builtin Object Token

View.,.. ‘ Edit Trust.., Import... ’ Export... Delete or Distrust..,

OK

6. Do the same for file « AllianceRootCA-G2.pem » (click Import ...).

The « Alliance Root CA —G2 » certificate will appear below the « Alliance Root CA » certificate.



